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8.7
Certificate configuration message (CCM)

If the 3 MExE security domains defined in clause 8.1 "Generic security" are not supported, then the certificate configuration message described in this clause is optional.

The MExE device shall use the CCM to determine the third party certificates (and only the Third Party certificates) that are trusted for use on the MExE device. The CCM shall only be used to enable or disable third party certificates and can not be used to delete certificates. The CCM may be periodically fetched or downloaded to a MExE device by the Administrator to dynamically configure the third party list using the mechanisms defined in clause 8.7.4 "Authorised CCM download mechanisms". 

The Certificate Configuration Message shall be as shown in figure 9 "Format of a CCM". This message is essentially a simplified version of a certificate revocation list to satisfy a particular use case. More complex usage requires a full certificate revocation list.

The MExE device may additionally support other means of enabling/disabling root certificates.

	Bit
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octet

	 Version 
	0

	Certificate Advice
	1

	Issue Timestamp

.

.
	2 – 8

	Expiry Timestamp

.

.
	9 –15

	SignerInfo
	16

	Listlength 
	17 –18



	Fingerprint 1 Hashtype 
	19

	Hashvalue 

(Variable length k according to hash type)

.

.


	20



	Fingerprint 2 Hashtype
	k+20

	Hashvalue 

(Variable length m according to hash type)

.

.


	

	Fingerprint 3 Hashtype
	(k+20)+m+1

	Hashvalue 

(Variable length)

.

.


	

	Fingerprint n Hashtype
	etc.

	Hashvalue 

(Variable length)

.

.


	

	CCM Signature Hashtype
	Listlength+19

	CCM signature

(Variable length according to CCM signature type)


	



Figure 9: Format of a CCM

Version = The CCM format version is 0. All other values are reserved for future use.

Certificate Advice = enumerated { enable all present and future Third Party certificates (0), disable all present and future Third Party certificates (1), enable present list only (2),enable CCM list (3), disable CCM list (4) }. All other values are reserved for future use.

Issue and Expiry Timestamps = Fields used to identify the issue and expiry date of the CCM. The issue timestamp indicates a time before the current time of day (GMT) when a CCM message must be considered invalid. The expiry timestamp (GMT) identifies the time when a CCM is to be deemed no longer valid. The receiver shall use these parameters to detect a replay attack. A MExE device maintains information on the last valid CCM message received. A replay attack is an attacker replaying a previous valid CCM message to a MExE device in order to change the security settings. This is particularly dangerous for CCM messages used to enable certificates. Administrators should try and set the expiration time to be no longer than the next expected system update time of CCM information. CCM messages used to enable-all (rather than disable-all) certificates should be very short lived as the danger of these being used in a replay attack should be considered serious. 

The encoding of time (GMT) shall be coded as an OCTET SEQUENCE of seven octets in length as follows:

	Octet 0
	1
	2
	3
	4
	5
	Octet 6

	Year
	Month
	Day
	Hour
	Minute
	Second


	Element
	Size (bits)
	Range

	Year
	16
	(0 – 65535)10

	Month
	8
	(1 – 12) 10

	Day
	8
	(1 - 31)10

	Hour
	8
	(0- 23)10

	Minute
	8
	(0 – 59)10

	Second (see note)
	8
	(0 – 60)10 

	NOTE:
The second field range includes the value 60 in order to accommodate leap seconds.


For example, 1st January, 2001 00:00:30 would be encoded as: 07 d1 01 01 00 00 1E. 
SignerInfo = one octet indicating the type of signer information for this CCM. The only currently defined value is device-admin = 0. In this case, no further signer information follows as it is implicit. All other values are reserved for future use.

Listlength = The total length of the fingerprint list not including the final CCM signature. Shall be zero when certificateAdvice = enable-all, disable-all or enable present list.

Hashtype = enumerated { signature (0), MD5 (1), SHA-1 (2) } All other values are reserved for future use.

The length of the Hashvalue field, number of octets output by the selected hash type, is 16 for MD5 [23] or 20 for SHA-1 [24].

The list entries shall contain certificate fingerprints in the form of hashes of the encoded signed certificates. The full hash output for the specified algorithm shall be used to generate the fingerprint. A list generator shall check to insure that no two list entries match when creating a list. For an X509v3 [26] or X9.68 (currently being drafted) certificate the fingerprint hash shall be computed over the ASN.1 encoded signed certificate object, first octet to last octet. For WTLS certificates the hash shall be computed over the signed WTLS certificate in network transmission format, first octet to last octet.

The signature type and length shall be indicated by the administrator certificate, which shall be present on the MExE device. If no administrator certificate is on the MExE device or if the signature is not verified, the message shall be rejected.

Upon receipt of a valid certificate configuration message the MExE device shall go through the third party certificate list, computing fingerprints if they are not stored with the certificate and enabling or disabling each certificate according to the following conditions:

	-
certificateAdvice is enable-all
	all Third Party certificates shall be enabled;

	-
certificateAdvice is disable-all
	all Third Party certificates shall be disabled;

	-
certificateAdvice is enable present list only
	enable all Third Party certificates currently on MExE device, do not enable any future certificates (this option allows the list to be frozen at time of manufacture) until Administrator changes;

	-
certificateAdvice is enable-list
	if its fingerprint occurs in the CCM, it shall be enabled, otherwise it shall be disabled;

	-
certificateAdvice is disable-list
	if its fingerprint occurs in the CCM, it shall be disabled, otherwise it shall be enabled.


For future releases, the setting of fine grained permissions for each certificate is expected to be supported.

An implementation shall keep track of the domain that authorised a given executable. If a CCM message is received while MExE executables are currently executing, the implementation shall check to ensure that any executables no longer in the Third Party domain, have their permissions re-configured appropriately and actions that are no longer permissible are terminated.
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